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Latvia-Russia Cross Border Programme 2014 – 2020 

Programme risk management plan
	No
	Risk
	Description of the risk

(risk progression outline, details, subjects, source)
	Occurrence likelihood of the risk
	Risk impact level
	Monitoring priority
	Risk owner
	Activities/tasks for risk mitigation
	Monitoring period



	1.
	Strategic risks

	1.1.
	Programme indicators might not be achieved
	Not all indicators of the  Progamme document are achieved by project concept notes approved within call for proposals.
	2
	3
	II
	MA/JTS
	Taking into account that the assessment of the call for proposals concept notes is ongoing and the results will be known in the beginning of March 2018 after the JMC has taken respective decision, the following actions shall be taken:  
· At project assessment stage - during the project concept notes assessment JTS should strongly evaluate project contribution to Programme indicators and propose for shortlisting of those project concept notes that best contribute to the achievement of Programme indicators; 
· At project selection stage - based on the project concept notes assessment results, MA/JTS prepares information to the TF/JMC on projects concept notes recommended for shortlisting/not shortlisting, including also information on projects contribution to Programme indicators providing also overview on commitment of Programme indicators and proposing actions to be taken in order to minimize risk occurrence. 
· Organizing of 2nd calls for proposals – based on the fulfilment of Programme indicators by shortlisted project concept notes, MA/JTS prepares proposal on 2nd call for proposals, if necessary, launching targeted call on selection of projects contributing only to not committed Programme indicators. 
· At projects implementation stage – by progress reports assessment, during on – the – spot visits, etc.
	At least once a year

	1.2.
	Organisation of 1st call for proposals full application stage
	Projects including infrastructure component are unable to submit on time full technical documentation required. 
	2
	2
	III
	MA/JTS
	During project concept note stage the applicant was asked to submit information on the progress of preparation of full technical documentation in case the projects includes infrastructure component. Based on this information the MA/JTS will propose to the JMC timeline for organisation and submission of project full applications in order to be sure that all project concept notes shortlisted for submission of project full applications are able to do that within deadlines set by the JMC.
	At least once a year

	1.3. 
	Financing agreement is not ratified by the Russian Federation or ratified with delay
	Taking into account that the Financing agreement concluded among EC, Russian Federation and the Republic of Latvia  at the end of 2016 had to undergo amendment procedure in the last quarter of 2017 based on technical nature comments from the Russian Federation, the process of Financing agreement ratification in the Russian Federation was significantly delayed. The contracting phase of projects (in 2018 in particular for direct award projects) cannot be done by the MA. 
The ratification of the Financing agreement in Russian Federation is a precondition for implementation of the Programme. 
	2
	4
	I
	MA
	The ratification process fully depends on responsible institutions of the Russian Federation. However, the MA shall follow up with National Authority of Russian Federation regarding the progress of the ratification and remind about foreseen schedule for project contracting. 
	At least once a year

	1.4. 
	Direct award projects are not approved by the EC or approved with delay or approved with conditions from the EC. 
	Direct award projects according to the regulation are approved by the EC and thus the EC has a right to reject submitted direct award project. 


	2
	2
	III
	MA/JTS
	· To ensure submission of the direct award project full applications to the EC till 31.12.2017. and to prepare qualitative checklists to be signed by the MA according to the template provided by the EC.
· To follow-up with the EC on the progress of approval of direct award projects within the deadline stated in the regulation, however taking into account that the EC has a right to extend the deadline, if necessary, according to the regulation.
· In case of comments from the EC to process them as soon as possible and not later than within the deadlines stated in the EC request. 
· To communicate immediately with the direct award project applicants conditions set by the EC, if applicable, and to provide responses to the EC to ensure final approval of the EC. 
	

	1.5.
	Bad reputation
	There is a risk of bad reputation towards project partners, EU level monitoring institutions and potential employees of the MA and AA due to insufficient or false information in mass media about Programme, MA, AA or the MEPRD.
	1
	2
	IV
	MA/JTS, AA
	Communication to mass media (including Programme official website) about Programme should be performed by employee fulfilling information manager’s tasks in Riga main JTS office, thus ensuring that information is prepared and provided by person who has sufficient competence and knowledge to ensure that provided information is true, as well as sufficient and understandable for respective target group.

Prior providing information to the mass media, it should be harmonized with the Head of Latvia-Russia programme division and,   upon necessity, with Deputy director of the Development Instruments Department or Deputy head of the MA or, thus ensuring compliance of information with overall position of the MA.
In addition, in daily work all employees of the MEPRD have to follow the Code of Ethics and respect MEPRD internal procedure on how to provide the dissemination of information to society, mass media and other publicly available information sources on matters under competence of MEPRD. 
	At least once a year

	1.6.
	Additional ERDF/ENI funding availability for the Programme implementation 
	In the EC/EEAS Programming document 2014-2020 for ENI Cross Border Cooperation it is stated that for the Programme additional 8,1 million EUR ERDF may be available from 2018, subject to availability of matching ENI funds after ENI mid-term review. Should there be such possibility, additional steps that are time consuming need to be taken by the Programme to use additional funds for the Programme implementation (such as changes in Programme document, organisation of other call for proposals, etc). 

	2
	3
	II
	MA
	To follow-up with the EC on the official information regarding possibility for additional funding for the Programme after the results of EC mid-term evaluation on the ENI programmes.

To ensure that further steps are taken in accordance with the official notification from the EC. 


	At least once a year

	2.
	Operational risks

	2.1.
	Delays in preparation of internal procedures
	Internal procedures are not up to date, do not exist or regarding some issues are incomplete.
	2
	2
	III
	MA/JTS
	· To follow agreed schedule for implementation of recommendations as a result of designation.

· To review and update, upon necessity, existing procedures or prepare new procedures upon necessity before start of relevant process.
· To review regularly if it is needed to update Management and Control Systems Description thus ensuring that all processes among themselves are consistent, especially if updates are made in procedures or new procedures are elaborated.
	At least once a year

	2.2.
	Delay in 1st call for proposals full project application assessment 
	Finalisation of full project application assessment might be delayed due to insufficient administrative capacity .
	1
	1
	IV
	MA/JTS
	To set realistic internal deadlines for finalising each assessment phase, to involve BOs employees in the assessment, where appropriate and to monitor assessment process, organize frequent meetings of assessment team members in order to clarify pending issues.
	At least once a year

	2.3.
	Delay in start of direct award project implementation and in fulfilment of conditions of 1st call for proposals projects and start of project implementation activities.
	Fulfilment process of conditions of 1st call for proposals projects is delayed due to project partners lack of understanding of the necessary updates in the project full application form or explanations as well as lack of understanding further procedures. 
	2
	2 
	III
	MA/JTS
	· To communicate to the direct award project applicants decision of the EC regarding the approval of full applications immediately after such decision is known to the MA/JTS.
· To provide information to direct award projects regarding processes prior to grant contract signing (about signing of partnership agreement, etc).

· To attend direct award project kick-off meeting, upon availability, to facilitate project start and successful project implementation. 
· To assign particular JTS employee for each project to ensure that the same JTS employee is consulting/monitoring the same project. 
· To prepare in timely manner project practical implementation guidelines and approve them in the JMC.

· To ensure monitoring of project implementation through submitted reports and daily communication with partners.
· To organise information seminars for project beneficiaries and explain further processes prior to start of project implementation activities- about signing of partnership agreement, grant contract, implementation issues, including public procurement, reporting, communication and visibility, etc.
· In order to eliminate language barrier, JTS can consult project partners in national languages.
· In order to ensure that the volume of provided information, language and channels through which it is spread are adequate, information to project partners should be disseminated by JTS employees fulfilling information manager’s tasks.
	At least once a year

	3.
	Financial risks

	3.1.
	Short-term unavailability of Technical Assistance budget funding, including Technical Assistance budget used by BOs.
	Late approval of annual Technical Assistance budget or its amendments might cause short-term issues of funding availability.
BOs are not following up on their actual Technical Assistance budget spending . 


	1
	2
	IV
	MA
	· To use allocated funds in planned time and amount;
· To follow up on availability and spending of financial resources.
· MA to regularly follow up on BOs actual Technical Assistance spending to avoid lack of funding available for BOs.
	At least once a year

	3.2.
	Lack of Programme funding for payments to the projects
	There is a risk that Programme funding requested by the projects at some point could be higher than funding available in the Programme’s bank accounts if requested Interim payment from EC is not received yet or is delayed
	1
	3
	III
	MA
	· To follow up on availability and spending of financial resources;
· To receive information from the JTS regarding planned financing for projects in time;

· To verify progress reports and prepare payment documents according to procedures;
· To submit regularly payment requests to the EC according to necessity.
	At least once a year

	3.3.
	Financing paid from Programme to the Beneficiary – irregularly carried out expenditure.
	There is a risk that Programme funding paid to the Beneficiary as advance payments could be unduly used and irregularly carried out expenditure cannot be recovered from the Beneficiary within the set deadline. In case the MA is not able to recover the amounts irregularly spent from the Beneficiary, the MA informs the related MS NA or NA RF.


	1
	3
	III
	MA
	· During project assessment process to verify provided costs by the Beneficiary, their compliance to market prices;

· During project changes to verify overall spending towards initially planned costs and proposed project modifications;

· To follow up on spending of financial resources;
· To receive information from the JTS regarding spent financing of projects;

· To verify progress reports according to procedures;

	At least once a year

	3.4.
	Delay of payments of national contributions to the Programme Accounts.
	There is a risk that National Authorities due to different circumstances cannot transfer or delay the necessary annual contribution to the Programme Accounts, thus there might be a deficit in technical assistance budget and project financing.
	2
	3
	II
	MA
	· Regarding Latvian national contribution the MA should timely plan the financing in the Law on the State Budget for the Running Year and accordingly propose modifications for additional appropriations, if necessary;
· Regarding Russian national contribution the MA should timely request the Russian National Authority the respective financing;

· To organise meetings between Latvian and Russian Authorities to solve financing issues, problems.
	At least once a year

	4.
4.
	Legal risks

	4.1.
	Disregarding or misinterpretation of legal provisions and requirements stipulated in the legal framework of the Programme
	Disregarding of provisions of legal acts in force (caused by inactivity, unintentional or intentional action), thus leading to financial consequences (for example, misuse of public procurement requirements, state aid requirements etc. could lead to corrections) or misinterpretation of the legal provisions could lead to unnecessary high administrative burden for Programme bodies and projects (for example, in result of wrong interpretation of the Regulation, Programme requirements are stricter than those of EU level thus causing additional administrative burden and also confusion and risk of disregarding Programme requirements).
	2
	3
	II
	MA/JTS, AA
	· To create and develop unified understanding of the legal provisions in force;

· Regular follow-up to updates of legal provisions and distributing the information to Programme bodies and/ or projects.
· MA/JTS, AA, FC and CCPs should be aware of Programme requirements and have unified understanding of their interpretation in order to avoid mistakes during consultations to project partners, during project application assessment, while performing financial control and second level audit, etc.
	At least once a year

	5.
	Information system risks

	5.1.
	Hardware and software failure for Programme data base
	Loss of hardware or equipment would result in the entire system or some portion of the Programme data base being unavailable.
	1
	2
	IV
	MA/JTS
	External company providing Progamme data base maintenance must ensure:

· regular updates of the Progamme data base;

· qualitative and properly functioning hardware for Progamme data base maintenance.

· regular back-up copies of the Progamme data base.
	At least once a year

	5.2.
	Viruses, hacking attacks and other threats of unauthorised access to the Programme data base
	Security of the Programme data base might be under risk due to external attacks to the system – viruses, hacking attacks or other attempts of unauthorised access to the Programme data base. In such case, data or documents stored might be lost or damaged.
	2
	3
	II
	MA/JTS
	External company providing Progamme data base maintenance must ensure that data base access is elaborated according to ISO/IEC 27001 standard or equivalent, meanwhile it also has to avoid risks documented under OWSAP Top 10 (2016) as well as maintain requirements stated under Rules No.442 (dated July 28, 2015) of Cabinet of Ministers “Procedure on ensuring the minimal security requirements for information and communication technologies”.

The responsible administrators from the JTS are able to distribute logins/passwords for Programme bodies authorised to use the Programme data base and make other changes in the Programme data base within administrator rights. 
	At least once a year

	5.3.
	Loss of documentation and data in the Programme’s data base 
	In case of Programme data base hardware and software failure, viruses and other threats negatively influencing functioning of the Programme data base, incorrect processing of data and use of Programme data base functionality, data and documents stored in the Programme data base might be lost.
	1
	2
	IV
	MA/JTS
	External company ensuring Programme’s data base maintenance must make back-up copies of the Programmes data base once per day and store these copies at least one month. 

Programme data base back-up copies should be stored on hardware which is not located in the same premises where the main Programme data bases hardware is located.


	At least once a year

	5.4.
	Lack of technical capacity (space) of the Programme’s data base for storing documents and data
	If limit for storing of documents and data in the Programme data base is reached, it will not be possible to enter new data or documents that would make threat for proper use of the Programme data base by Programme bodies.
	1
	2
	IV
	MA/JTS
	Monitoring of used capacity of the Programme data base by Programme data base administrators (JTS) in cooperation with external company ensuring Programme data base maintenance. The total capacity of data storage in data base is 100 GB. 
	At least once a year

	5.5.
	Human error - incorrect data processing or incorrect using of Programme data base functionalities
	Programme bodies using the Programme data base might enter incorrect data or use incorrectly some Programme data base functionalities that would cause loss of data or documents stored in the Programme data base 
	2
	2
	III
	MA/JTS
	External company ensures the trainings for users of Programme data base and also provide help-desk in order to ensure the problem solving. All issues/problems detected by Programme data base users are registered in electronic register elaborated by external company in order to provide trail of solving the issue. 
External company provide 2 manuals – one for Programme data base administrator and another one for Programme data base users.


	At least once a year

	6.
	Human resource risks

	6.1.
	Temporary deficit of qualified and competent staff in the Programme Bodies
	It is important to retain existing qualified and competent staff as turnover of personnel reduces efficiency and effectiveness of the work of the Programme Bodies.
	2
	2
	III
	MA, AA
	· Regular trainings and increasing of qualification for staff taking into account their knowledge, skills and needs;
· Timely announcing of the vacancies, should there be any, and applying motivation/ compensation measures, including for the staff temporary substituting missing staff.
	At least once a year

	6.2.
	Risk caused by psycho-emotional risk factors of work environment
	Such risk factors as stress, deficit of working time, missing information, lack of support/ feedback from colleagues and management etc. could lead to change in mind-set towards work and work relationship, like:

· Increased absence from work or other events indicating decreasing of motivation to work in the institution;

· Decreased concentration on work that could leave negative impact on quality of work.
	2
	1
	IV
	MA, AA
	· Development of internal communication and involvement of employees (i.e. regular meetings);

· Planning and distributing balanced workload (qualitative and quantitative) respecting individual capacity of each employee; 

· Applying motivation measures.
	At least once a year

	7.
	Fraud risks

	7.1.
	Conflicts of interest during project application assessment stage 
	Members of the assessment (JTS/MA, TF or JMC) intentionally influence the evaluation and selection of applicants to favour a certain applicants by providing favourable treatment to the their application in the evaluation or by exerting pressure on other panel members


	    1 
	3
	III
	MA/JTS
	Decision on the approved project is threefold – 1) 2 persons from JTS/MA assess project against approved assessment criteria; 2) Task Force of concept notes/Full application forms approve the report prepared by MA/JTS on results 3) JMC takes decision based on assessment results; (ii) every person involved in the assessment (JTS, MA, TF, JMC) signs Impartiality and Confidentiality declaration; (iii) all TF/JMC meetings are recorded and minutes are taken (iv) all decisions of JMC on approved projects is published; (v) rejection reasons are communicated to the applicants.
	At least once a year



	7.2.
	Double funding
	An organisation applies for funding for the same project from several EU funds and/or Member States without declaring these applications
	2
	2
	III
	NAs, MA/JTS
	To continue existing practice: All project applications are re-checked by the NA’s of both countries and discussed in national sub-committees or similar body, which are comprised from line ministries, regional/local authorities, social partners and other stakeholders, if necessary. In addition, double funding risk also will be decreased by auditors when checking invoices and accounting systems of beneficiaries. 
	At least once a year

	7.3.
	Beneficiaries during the project implementation stage don’t follow the relevant procurement procedure; state false expenses
	Beneficiaries intentionally or unintentionally don’t follow procurement procedure or declare false expenditure. 
	2
	2
	III
	MA/JTS
	· To organize seminars for beneficiaries about the Programme rules (eligibility, reporting, necessity to maintain supporting documents);

· To assess risks and to ensure on-spot visits in the project implementation places;

· Documents issued by the Programme (Description of the Management and Control Systems and others) foresee that all the partner reports (together with supporting documents) are checked and verified by the financial control.


	At least once a year

	7.4.
	Incomplete/inadequate management verification/expenditure certification process
	Management verifications and expenditure certifications  may not give adequate assurance for absence of fraud, due to a lack of the necessary skills or resources at the MA
	1
	2
	IV
	MA/JTS
	· Regular trainings and increasing of qualification for staff taking into account their knowledge, skills and needs;

· To ensure internal quality control process (four eye principle).
	At least once a year


I Likelihood of the risk:
	Likelihood level
	Overview of the likelihood

	1

	Very low
	Risk could occur only in certain conditions

	2
	Low
	Low likelihood for the risk to occur

	3
	High
	There is a likelihood that the risk will occur

	4
	Highly possible
	There is high likelihood that the risk will occur


Risk impact (significance of the risk) is measured by cross-section view of financial, humanitarian, systemically and reputation factors, assessing their impact on management processes, reach of set goals and the impact of the consequences:
	Impact level
	Overview of the impact

	1
	Small/insignificant impact
	In case the risk will occur it will not hinder the Programme management and administration processes and quality

	2
	Medium impact
	Risk occurrence will not significantly affect the processes of Programme implementation. Risk occurrence will demand additional tasks, but will not significantly hinder any decisions or their quality

	3
	High impact
	Risk occurrence will significantly hinder the processes of Programme implementation and/or its quality, and demand additional tasks to be performed.

	4
	Very high impact
	In case the risk occurs there is very high likelihood that Programme implementation might be impacted in a way that it is interrupted, not implemented according to plan or stopped at all.


Overall priority (overall assessment in terms of priorities):
	Risk impact
	Likelihood

	
	Very low likelihood
	Low likelihood
	High likelihood
	Very high likelihood

	Low/insignificant impact
	IV
	IV
	II
	II

	Medium impact
	IV
	III
	Il
	II

	High impact
	III
	II
	II
	I

	Very high impact
	II
	I
	I
	I


Priority overview:

I — very high priority that demands immediate actions to lower the risk impact and prevent its continuation;
II – high priority, that demands risk monitoring, control and planning of future actions;

III – Average risk priority, that demands management of assigned functions and responsibilities, but does not demand immediate actions;

IV - Low risk priority that is being controlled in everyday tasks.
Abbreviations:
MEPRD – Ministry of Environmental Protection and Regional Development of the Republic of Latvia
EEAS- European External Action Service

ENI- European Neighbourhood Instrument

EC – European Commission

JMC – Joint Monitoring Committee

TF – Task Force

MA – Managing Authority

NA – National Authority

JTS – Joint Technical Secretariat

AA – Audit Authority

CCP- control contact point
BO- branch office
Head of the MA




Date __________



Signature_____________

Deputy State Secretary

Sandis Cakuls
2

